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Privacy Please! Data Privacy
Should Be Tech Priority #1

Ruth Whittaker



Every day, Americans give away pieces of our identity—our shopping habits, health
information, what we read and lookup, and even our physical locations—often without
realizing how far that data travels or who profits from it. Targeted advertising follows us

everywhere, incentivizing constant surveillance of our online habits.

But advertisers aren’t the only groups with an insatiable demand for data. Fraudsters and
identity thieves suck up sensitive information in pursuit of financial gain. Foreign
adversaries weaponize our data to manipulate public discourse and infiltrate critical
systems. Even our own government uses private data collection to surveil us, sidestepping

constitutional protections.

Personal data is one of the most valuable commodities in the modern economy. But data
privacy protections depend entirely on where we live. Some states give people real control

over their information, others offer almost none, and the federal government is MIA.

A clear, nationwide privacy standard would ensure that every American—no matter where
they live—has the same right to know, control, and protect how their personal information
is used. It would spur future innovation by eliminating unnecessary regulatory hurdles and
increasing consumer trust. And it would move the ball forward on other policy priorities,

like making artificial intelligence safer and protecting kids online.

In this memo, we argue that a federal privacy standard isn’t just an important element of a
tech agenda—it should be the top priority for both parties. We also make the case that
Democrats risk missing a critical opportunity to reassure voters if they don’t join the
debate.

Why Privacy Matters

There are a host of challenges facing Congress. Why should they lead with privacy? First, it
would address real harms facing consumers. Second, it would spur innovation. Finally, it

eases the conversation around other policy sticking points.

Consumers face real risks when they lose control of their
data.

Consumers often don’t realize how far their data travels or what ripple effects come from
sharing it. Data brokers vacuum up personal information, analyze it, and make it available
to a wide variety of industries to inform pricing, strategy, and eligibility for products and
services. For example, landlords have outsourced research into prospective renters to
brokers who offer opaque personalized scores. ! Brokers also promise health insurance
companies insights into consumers by collecting information related to consumers’



lifestyles—including daily step counts, heart rates, and calorie intake from wearable
devices. ? Car insurance companies have also used data brokers’ analysis of individual
driving behaviors, often collected without drivers’ knowledge, to determine rates. Without

knowing it, our own devices can become surveillance tools.

Many other services and devices have been similarly weaponized, with even more dire
consequences. In states that implemented strict abortion bans after the fall of Roe, women
have been advised to delete period tracking apps and turn off location sharing on all devices
out of fear that their data could be accessed by third parties and used for reproductive
surveillance. 3 After location data was used to serve targeted anti-abortion ads to people
who had visited nearly 600 different Planned Parenthood locations, advocates raised
concerns that it could also be used to coordinate private harassment campaigns or criminal

investigations. *

Widespread data collection and lax security practices also multiply opportunities for
identity theft and fraud. In 2018, sensitive information for over 500 million people was
exposed when hackers breached the guest reservation database of Starwood Hotels &
Resorts. The database included sensitive details of previous guests, including names,
addresses, passport numbers, and payment information. > Retaining that much sensitive
information, even after transactions have closed, creates massive risk of cyberattack or

inadvertent disclosure.

A federal privacy standard would significantly reduce these risks. By restricting the amount
of data collected in the first place, mandating baseline protections for that data, and
limiting the sale or transfer to third parties, a federal standard would make it harder for bad

actors to access data and give control back to consumers.

Universal data privacy standards would promote
innovation.

In addition to minimizing the risk of harm, a federal privacy standard would also create a
better foundation for future innovation than the patchwork that exists today. Any business
looking to operate nationwide currently must comply with 20 different state-level data
privacy policies. ¢ In a survey of small and medium-sized business owners, 80% reported
knowing very little about data protection laws. 7 Consumers are also not likely to track
different state laws when they use connected devices, phones, and wearable tech while
travelling. The proliferation of different standards across the country raises costs for small
businesses, making it harder for them to scale, and undermines consumers’ understanding

of their rights when they travel across the country.



Eliminating uncertainty for consumers can also promote innovation by increasing the
adoption of new technologies. A 2022 McKinsey survey found that consumers consider the
amount of personal data required to be at least as important as shipping times when
considering making a purchase. 8 Another study found that consumers made 50% more
purchases on connected devices they trusted than those with low levels of trust.  As the
“internet of things” expands and artificial intelligence offers more services, a universal

guarantee of data protection could make consumers more likely to adopt new products.

A federal privacy standard could also pave the way for
other important safeguards.

Many other concerns driving the modern tech policy conversation could be addressed or
mitigated with a comprehensive privacy policy. Currently, only children under the age of 13
benefit from a federal standard regarding the collection and treatment of personal

data. 1° Letting users control what data is collected and who it’s shared with would give
children over 13 (and their parents) much more control over their online experiences.
Minors who want to limit targeted advertising or personalized content recommendations
could opt to limit the amount of personal data they share with social media platforms, for
example.

Further, universal data minimization and data protection requirements could mitigate
some of the risks associated with age assurance technologies. As more platforms opt to
limit the content or services they make available to child users, their ability to differentiate
children from adults becomes more important. But the methods they use create privacy
concerns—especially if they rely on sensitive information like facial scans, credit card
information, or ID checks. Universal standards for the protection of that information could
help eliminate risks, increase users’ trust, and make it easier for platforms to adopt child-

specific safety policies.

Data protections will also address many of the concerns with artificial intelligence.
Requiring developers to be transparent about the data they collect from users to train their
models would increase transparency into the models themselves, which could help inform
oversight of the most advanced Al systems. Giving users the ability to correct or delete their
data would also make it easier to correct adverse consequence of Al decisions. For example,
a renter whose housing application was denied by an Al system trained on biased or
incomplete data could review the data used to make the decision and correct any

inaccuracies.

The Progressive Imperative



Democrats face a steep climb when it comes to regaining voters’ support. According to
recent polling by Pew, Democratic voters’ frustration with their party has increased since
2021, while hope in the party has sharply declined. Across the board, voters are dissatisfied
with the ideas coming out of Washington—majorities say Republicans and Democrats have
only a few or no good ideas. ! Voters want action, and Democrats need to show that they

have policy solutions for the issues voters care about.

When it comes to tech policy, privacy and consumer safety is one of the top concerns voters
cite. Another survey from earlier this year found that 80% of American adults are
concerned about the privacy of their personal information online, and 77% would support
legislation to protect their data. 12 If Democrats lead on a comprehensive privacy policy,

they can show voters that they understand their concerns and begin rebuilding their trust.

If Democrats miss this moment, the Republicans are poised to take it for themselves.
Despite historic bipartisan cooperation on privacy issues, House Republicans have formed
their own working group on data privacy with the goal of releasing a legislative
framework. 13

There is no time to waste. The status quo leaves millions of consumers unprotected online
and imposes significant drag on innovation in the private sector. Advances in artificial
intelligence will only increase the demand for consumer data and magnify the risks of its
misuse. The longer the federal government waits to act, the more opportunities malicious
actors and foreign rivals will have to exploit our vulnerabilities.

Privacy is too important to be partisan. Democratic leaders need to join the debate and

make comprehensive privacy protections the top priority when it comes to tech.
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